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Presentation Agenda = Aday in the life of a security analyst

= | 300 demonstration
= Key Takeaways

= How to get more information.
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A day In the lite ot a
security analyst.

IBM Security ORadar SOAR UAX vs. standard analyst workflow.




Provide security orchestration,
automation, and response at scale.
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Let's get started

Connect all of your data sources ] . . . R .
earch and analyze all of your data in one Kick off an investigation by creating a case
to get |n5|ghts |nto secu rlty place. and including the relevant team members.

Conduct a federated search Start an investigation

threats.
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Manual worktlows brings inefticiencies

Security analyst’s typical workflow complexity
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Automated worktlows brings efficiencies
Security analyst’s workflow using ORadar SOAR with Unified Analyst Experience (UAX)
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Automation powered by IBM Security QRadar SOAR?

Customer’s Network IBM Security QRadar Suite

IBM Security QRadar SOAR Customer SOC
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Extensive data sources Integrations Workflow Automation Manual Analyst Activity

Unitied Analyst Experience
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Automation powered by IBM Security QRadar SOAR?

Customer’s Network IBM Security QRadar Suite -

IBM Security QRadar SOAR Customer SOC
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QRadar SOAR processes 12 steps with Traditional SOC workflow and processes
Al and automation in just 2.5 minutes took ~10 hours to remediate

IBM Security QRadar Suite | ©2023 IBM Corp.




Automation powered by IBM Security QRadar SOAR?

Customer’s Network
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ORadar SOAR
recently won the
Red Dot User
Interface Design
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of Glass Customer SOC
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Unitied Analyst Experience

Traditional SOC workflow
~10 hours to remediate
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IBM Security QRadar Suite
Security Orchestration

Automation and Response
(SOAR)

Demonstration

XDR Severity ‘T
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IBM Security QRadar SOAR
Level 300 Demonstration A High Go to ORadar SOAR Console —>
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https://deployment-jpcrz13m.xdr.security.ibm.com/console/homepage

K

ey Takeaways

Al and
automation

Q

Radar SOAR uses Al and

automation to identity
anomalous threats and act
on them. Stopping known
and unknown threats alike.

Unified Analyst
Experience

The game changing teature

T
C

nat enables analysts to
etect and respond to

{

Nreats in minutes vs days,

all iIn a single pane ot glass.
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Breach
response

Respond to privacy breaches by
Integrating privacy reporting
tasks Into incident response
playbooks. Easily address 200+
compliance regulations.

Playbook
Designer

ORadar SOAR’s playbook

C
C

C

esigner is a winner of the red
ot award for user interface
esign and ease of use.
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Accelerate security

Dashboard
Threat Monitorin g
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| - Threat Intelligence: Threat locations
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> Targeted loc:
> Threat source
> Industry
> Threat types

Book a deep dive with an IBM rep to learn
about the IBM Security QRadar Suite products.

Read

Experience Join |

Request an IBM Security QRadar SOAR The QRadar SOAR Community to keep IBM Security QRadar SOAR and

demo to see the power of QRadar for up with the latest QRadar news and %Rada[r ?IEIVtI)I.ntfegrahon. Download
e solution brief.

announcements.

yourself.

Request a
SOAR demo

Download the
Solution Brief

IBM Security
Community
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https://www.ibm.com/account/reg/us-en/signup?formid=DEMO-securityqradarsoar
https://community.ibm.com/community/user/security/communities/community-home?CommunityKey=f9ea5420-0984-4345-ba7a-d93b4e2d4864
https://www.ibm.com/downloads/cas/KV6XZLDX
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